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Directorate:	Enterprise
Service Area:	Governance, Engagement & Improvement
Contact Details:	dataprotection@monmouthshire.gov.uk 
Privacy Notice Name:	My Monmouthshire

	How we will use your information
As a user of the My Monmouthshire App, Monmouthshire County Council will collect your data,   we will use this to contact you with updates on your service requests and to be able to contact you if required.  Categories of information we collect on registration for the app include:
· Contact details – name, email, telephone, address
· [bookmark: _GoBack]Financial Information, including employment, income, bank account details
· Contract Records e.g. Green Garden Waste
· Information about the subject matters health and medical details

Further relevant information might be required to fulfil your service request.

We may collect this information in a variety of ways:

During a call to the Contact Centre
In person conversation at one of our Community Hubs
An online application via the web or mobile app
Through facebook, twitter or email
Scanned evidence
Supplied Photographs
 
Within My Council Services (MCS) software system and Blue Badge Improvement Service (BBIS) 


	Source of your personal data
If you would like further information on the source of this information please contact Monmouthshire County Council. You may be required to apply for this information as a Subject Access Request.


	Your Obligations

You have an obligation to provide the information requested
a. There is a statutory obligation for you to provide the information requested as detailed below: e.g. for Council Tax purposes
b. There is a contractual obligation / requirement for you to provide the information requested as detailed below: e.g. Green Garden Waste

Without your information we will be unable to provide this service/ public task.

	Purpose and legal basis for using your information

	Our legal reason(s) for using your information:
a. Processing is necessary for the performance of a contract e.g, Green Garden Waste
b. Processing is necessary for the performance of a public task
c. Processing is necessary under legitimate interests 
	
	The GDPR provides extra protection for certain classes of information called 'special categories of personal data e.g. race, ethnic origin, health or sexual orientation If any of the information you provide falls within this category, then more than one condition will be identified above.
	For further information on legal basis please visit www.ico.org.uk

	Who will have access to your information?
	The Data Controller for your information is Monmouthshire County Council.
	Email:  dataprotection@monmouthshire.gov.uk

	Other Data Controllers may also be responsible for your information, depending on the specific circumstances. Please contact the Service Area for further information.

These are the departments we share your data with internally, we may also need to share with approved contractors to fulfil our public task as relevant to your service request (click link for full privacy notices) to be removed:

· Recycling and Waste e.g. Green Garden Waste
· Highways, Roads and Transport e.g. Street Lighting
· Health & Safety (Public Protection) e.g. Police
· Grass, Trees & Hedges
· Council Tax & Benefits
· Planning & Housing
· Passenger Transport e.g. transport providers for Home to School transport
· Social Services
· Schools & Learning 

Depending on your service request your details might be shared with Town and Parish Councils within the County of Monmouthshire.

Details of transfers within the European Economic Area
Transmitting information over the internet is generally not completely secure, and therefore we
cannot absolutely guarantee the security of your data. Any data you transmit is at your own risk;
however, payment transactions are always encrypted. We have procedures and security 
features in place to keep your data secure once we receive it.


Details of transfers to any countries outside of the European Economic Area
N/A


There are circumstances where we are legally obliged to share your information with :

Government Law Enforcement Agencies e.g. with the Police under the Prevention or Detection
of Crime Act.  Welsh Government.

Requests for information
	
All recorded information held by Monmouthshire Council may be subject to requests under the Freedom of Information Act 2000, Environmental Information Regulations 2004 and General Data Protection Regulation including any other Data Protection law.

If the information you provide is subject to such a request, where possible Monmouthshire County Council will consult with you on its release. If you object to the release of your information we will withhold your information if the relevant legislation allows.

	How long will we retain your information?
How long Monmouthshire County Council retains information is determined through statutory requirements or best practice.  

Retention periods range from 2 weeks to 3 years depending on the service issue raised.


	Is automated decision making / profiling used?
Generally, there are no decisions made in Monmouthshire County Council that solely rely upon automated decision making or “profiling” alone.  For further information contact dataprotection@monmouthshire.gov.uk

	Marketing
If you have consented to your contact details being used for marketing purposes via the tick box on the app, you may receive email notifications from us that you have opted in for e.g. Jobs. You will / have been provided with details of the marketing that Monmouthshire County Council would like to carry out, together with any options such as how you would like to be contacted. You are able to withdraw your consent to marketing at any time by updating your profile details on the app.

	Your Rights
Your rights under the General Data Protection Regulation are: 
You have the following rights:
· The right to be informed
· The right of access
· The right to rectification e.g. we can change incorrect or incomplete data


If you have a contract with us, you may have the following additional rights:
· The right to erasure
· The right to data portability
· 
Depending on your service request you may have further additional rights:
· The right to the rectification, blocking, erasure or destruction of your information in certain circumstances.
· The right to restrict processing
· The right to data portability
· The right to object
· Rights in relation to automated decision making and profiling.
· The right to compensation if Monmouthshire County Council fail to comply with certain requirements of General Data Protection Regulation in respect of your information.
For further information please refer to www.ico.org.uk

How to de-register from the app and associated services:
If you no longer want to receive the services via the app, then you can de-register by signing into your account > My Account > De-register my account. You may continue to submit reports anonymously; however, we will be unable to feedback any updates on progress in relation to your request.


	Complaints Procedure
If you object to the way that Monmouthshire County Council is handling your data, you have the right to complain. Please contact the Service Area detailed at the top of this document outlining your issues. Please follow this link to submit your enquiry 
If you remain unhappy you also have a right to complain to the Information Commissioner's Office www.ico.org.uk
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	Data Privacy Summary Notice




How we will use your information

Processing of your personal data by Monmouthshire County Council (MCC) is necessary for registration for the My Monmouthshire app and its related services.  Without this information, relevant Departments may not be able to fulfil our public task for your service request.
Your details will be legitimately shared with approved contractors including town and parish councils within the county of Monmouthshire, where relevant in a safe and secure manner. Your personal details will not be shared further, unless in relation to safeguarding or other legal obligations.  
Your records will be safely stored and retained in line with our retention policy, unless we need to retain under another lawful basis.  
You have a number of rights in relation to the information including the right of access to information we hold about you and the right to complain if you are unhappy with the way your information is being processed. 

Should you need to make a complaint about the way your data has been processed, please contact dataprotection@monmouthshire.go.uk or if you are not fully satisfied you may contact the Information Commissioner’s Office online at www.ico.org.uk/concerns or via their helpline: 0303 123 1113
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